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1. Introduction

Welcome to our privacy policy! At Highfield After School Club (a registered charity in the UK
under charity number 1162623) we are committed to taking data protection seriously. This
policy sets out how we handle your information to maintain your privacy in compliance with
data protection law, in particular the UK General Data Protection Regulation (GDPR) and the
Data Protection Act 2018. It explains what information we collect, store and use, how we
keep it secure and how long we retain it for. It also sets out the reasons for which we need to
process your data, your privacy rights, and how to contact us if you need to.

For the purposes of this policy, Highfield After School Club is referred to as HASC, the Club,
we, us or our. This policy applies to the following people - collectively referred to as you or
your:

e Children attending the Club,

o Parents / Carers of the Children

o Staff and volunteers working with the Club

e \Visitors or individuals who engage with the Club

2. What information we collect and use

2.1 Children

We collect the following types of information to identify the children and provide after-
school club services, ensuring the well being and safety of children in our care.

o Basic personal details: Name, date of birth, home address, dietary information
(including details of allergies).

o Emergency contact details: names and contacts of parents or carers.

o Attendance information: number of days attending the club, daily attendance logs
(such as sessions booked and attended), external activity logs.
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o Photographs: for use within the Club’s website and newsletters and only with
appropriate consent.

¢ Medical and health information: details of dietary preferences, allergies,
medication, health conditions, any special educational needs (SEN), accident and
injury reports.

o Racial and Ethnic origin: information relating to a child’s racial and ethnic origin.

« Safeguarding information: information relating to child protection and welfare.

2.2 Parents / Carers

We collect the following information as necessary to provide after school services and
liaise with parents / carers.

o Contact information: Name, address, telephone numbers, emails.

¢ Financial information: bank account or payment information (including bank
account details) for processing invoices or payment of fees.

« Donation information: where you chose to donate financially, we may collect
donation details, Gift Aid declarations and related correspondence.

e Consent and communications: we keep records of correspondence and consents
given in respect of your child.

2.3 Staff and Volunteers:

We may collect the following types of information for recruitment purposes and to comply
with our legal obligations:

¢ Contact information: Name, address, telephone number, email address

e Work related identification: National insurance number, right to work information,
date of birth, driving licence and access to car

e Employment history, training and qualifications.

o Equality of opportunity information: gender, age range, ethnic origin, disability
status for recruitment.

o Background checks: details of criminal convictions, Disclosure Barring Service
(DBS) checks.

o Staff pay related information: bank account details, payroll records, tax status
information, salary, annual leave, pensions and benefits where applicable.

¢ Medical Information: physical and mental health and disability status

o Leave of absence: sickness absence or family related absences.

2.4 Visitors or individuals engaging with the Club

¢ Contact details: name, email address and phone number and other information
relevant to your contact with the Club (i.e. school relationship liaison, if you are a
donator / funder, or a contractor and provide us with services, such as premises hire).

3. How we collect your personal data

We collect and process personal data about primarily when you provide us with information
through our application or registration processes. We also collect information whilst you are
using the Club’s services, making donations or whilst you are working with us, as notified by
you, or through general enquiries and interactions with us.
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4. Why we use personal information about you and our lawful bases for doing so

The main reason we use personal data is to fulfil our charitable objectives and provide safe
and effective after school care services, as well as to fulfil our legal and charity obligations.

In particular, we may use your personal data in the following for the following purposes, with
the following legal bases. (Please see section 6 for more details about the legal bases we
rely on).

4.1 For Children and Parents / Carers

o Safeguarding and welfare: To ensure the health, safety and wellbeing of the
children at our setting, including managing allergies, administering medication and
responding to emergencies.

Legal basis: consent, fulfilment of contract, legitimate interests and vital interests
where applicable.

e Service provision: to manage the day to day services and running of the Club,
fulfilling our contract to you, ensuring correct attendance records and logs of
incidents and emergencies.

Legal basis: contract and legitimate interests.

e Communication: responding to enquiries, keeping you informed about your child’s
attendance, behaviour, notifying you with details of activities, relevant news and
events about our club including sending you termly newsletters, communicating with
you about payments, and sending out surveys to improve our services.

Legal Basis: Legitimate Interests and consent.

« Financial information and donation processing: to issue invoices, maintaining
accurate financial records and fulfilling legal obligations.

Legal basis: contract and legal obligation.

e Promotional activities: Only where we have obtained your explicit consent, we may
use of photographs of your child on the website or in newsletters.

Legal basis: consent.

o Compliance with legal obligations: To comply with legal obligations, such as in
respect of dealing with safeguarding issues.

Legal basis: Legal obligation

4.2 For Staff and Volunteers

¢ Recruitment and vetting: we use your data as part of our recruitment process to
assess suitability for roles and to comply with safeguarding laws such as through
DBS checks. We conduct DBS checks on employees and volunteers (as applicable)
and keep records including the date of the DBS check, the reference number, and
the name of the body conducting the DBS check.

Legal basis: legitimate interests and legal obligations.
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Finance and HR administration: we use your data manage employment and
volunteer contracts, payroll, performance appraisals and training.

Legal basis: legitimate interests and legal obligations.

Compliance with health and safety and employment laws: we use medical
information to ensure health and safety, assess fithess of employees to work and
provide appropriate workplace adjustments, to monitor and manage sickness

absences and administer benefits such as statutory maternity and sick payments.

Legal basis: legitimate interests and legal obligations.

4.3 Visitors or individuals engaging with the Club

Communications and contracts: To manage our relationships with external parties,
including fulfilling any contractual obligations and obtaining advice, day to day
matters relating to our services and applying for and securing funding support and
donations.

Legal basis: fulfilling contractual obligations and legitimate interests.

5. Our data protection responsibilities and the legal principles we comply with

HASC is the ‘data controller’ under data protection law. This means that we are responsible
for determining how personal data is lawfully processed and for what purposes.

We will ensure that the personal data we hold about you complies with the principles set out
in data protection law.

These principles ensure that personal data is:

Processed lawfully, fairly and transparently. This means ensuring that there is a
lawful basis for processing personal data and that individuals are notified about how
their data is being used, as set out in this policy.

Collected for specified, explicit and legitimate purposes. Personal data will only
be collected for clear and legitimate reasons related to the charity’s services or
activities.

Adequate, relevant and limited to what is necessary. We will only collect the
personal data necessary for the purpose it is intended for and ensure that it is not
excessive.

Accurate and kept up to date. Inaccurate data should be rectified without undue
delay.

Kept for no longer than is necessary. Personal data will be retained only for as
long as is necessary for the purposes for which it was collected.

Kept securely. We will use appropriate technological and security measures to
protect your data.

6. Further info on the legal bases we rely on for processing your personal data

In accordance with the data protection principles described above, we can only use your
data where there is a clear legal basis for doing so.
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The legal bases we rely upon for each purpose are detailed in section 4 above and are
further explained below:

¢ Consent. Where we have your explicit permission to use your personal data.
Where you have provided consent, such as consent to use photographs, you have
the right to withdraw your consent at any time.

e Contract. This means we have to collect or use personal data to enter into or carry
out a legal contract with you. Such as fulfilling contractual obligations with staff and
parents i.e. ensuring payments.

o Legitimate interests. This means that we must collect or use your information to
fulfil legitimate interests, because it benefits you, our organisation, or someone else,
without causing an undue risk of harm to anyone. Such as improving our services
and maintaining our security.

¢ Legal obligations. This means we must collect or use your information so that we
can comply with the law. Such as to comply with safeguarding regulations.

¢ Vital interests. This means that we can use your information in emergency
situations where there is an urgent or serious risks. Such as sharing personal data to
protect the vital interests of children or others in medical emergencies.

Please be aware that there may be certain situations where we may need to process your
personal information without your knowledge or consent, as required by law, for example for
safeguarding reasons. You can read more about this in our Safeguarding Policy available in
the policy section on our website.

7. Your rights
Under data protection law you have rights as set out below in respect of your data.

o« Withdraw Consent: Where we are using your personal data based on your consent,
you can withdraw your consent at any time. To withdraw your consent, please
contact the Club’s Play Manager. Once we have received natification that you have
withdrawn your consent, we will no longer process your information for the purpose
you originally agreed to, unless there are legitimate legal reasons for doing so.

¢ Right to be informed. You have the right to be told how your personal information
will be used. This privacy policy is intended to be a clear and transparent description
of how your data may be used.

* Right of Access: You have the right to see your data that we have about you or your
child. You can write to us to request access to your personal data (also known as a
subject access request). We will respond to all such requests within one month once
we are satisfied that you have the right to see the requested records and we have
confirmed your identity.

e Right of Erasure: You can request deletion of your personal data. If we are unable
to comply with your request for erasure due to legal reasons, we will notify you.

¢ Right of Rectification: You can request correction of inaccurate or incomplete data.

o Right of Restriction: You can request restriction of processing for example if you
wish to ask us to suspend the processing of information about you if there is some
disagreement about its accuracy or the reason for processing it.

o Right to Objection: You can object to the processing of your data where we are
relying on a legitimate interest (or those of a third party) and there is something about
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your particularly situation which makes you want to object to processing it on this
ground. You also have the right to object if we are processing your data for direct
marketing purposes.

o Data Portability: You can request transfer of your data to another service provider.

¢ You have the right to object to automated decisions: If your data is used in
complex computerised decisions that affect you legally. However, we do not perform
such decision-making.

8. Information we pass to third parties.

Sometimes we may share your personal data, or other people might share it with us. We will
be very careful about how we do this. We will provide your data to third parties in the
following instances.

e Regulatory authorities, if required by law. For example, in the event of a safeguarding
concern about your child to comply with legal obligations and requests for information
that may help investigations. This could involve the Local Authority Designated
Officer (LADO), police and law enforcement agencies, the Charity Commission, or
Ofsted.

¢ Medical professionals, only where there was a medical emergency requiring
immediate care for your child.

e Service providers who assist us in our operations (e.g., IT services including data
hosting, and system administration services, payment processors i.e. to issue
invoices) under strict security and confidentiality obligations.

o Tax authorities, in respect of tax related matters.

o Other afterschool activity providers, only where you have provided parental consent
so that we can pick up and drop off your children at designed external activity
providers.

e Schools, where there is a duty of care and good practice and only with your consent
(unless there is an overriding safeguarding concern).

All third parties must respect the security of your personal data and treat it in accordance
with the law. They will only be allowed to process your data for specified purposes.

We will not pass your personal data to third parties for direct marketing purposes, unless you
have provided your explicit valid and opt-in consent for this.

6. Data security and how we store personal data

We adopt appropriate technical and organisational measures to protect your personal data
against unauthorised access, loss, alteration or destruction. These measures include:

o Physical security: ensuring secure storage or paper records in locked facilities with
restricted access.

o Digital security: implementing encryption, password protection, and access controls
on electronic data.

¢ Review. Conducting periodic reviews of our data protection and IT systems.
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7. Data Retention

We retain your personal data only for as long as necessary to fulfil the purposes for which it
was collected, including the purposes of satisfying any legal, accounting or reporting
requirements.

To determine the appropriate retention periods for personal data we consider the amount
nature and sensitivity of personal data, the potential harm from unauthorised use or
disclosure of your personal data, the purposes for which we process your personal data and
whether we can achieve those purposes through other means and the applicable legal
requirements.

In some circumstances we may anonymise your personal data (so that it can no longer be
associated with you). In which case we may use such information without further notice to
you.

8. Ad hoc Payment Collection and Processing using SumUp

We use SumUp to process payments for ad hoc sessions booked at our after-school club.
When making a payment, the personal and payment information you provide will be securely
handled by SumUp, in accordance with their privacy policy. The payments are processed
directly by SumUp and remitted to our charity account. We do not store any of your payment
details you provide SumUp ourselves. Please see SumUp’s privacy policy here for further
information: https://www.sumup.com/en-gb/privacy/

9. Changes to this policy

We may update this policy from time to time. Any changes will be posted on our website
and, where appropriate where there are substantial updates, notified to you by email.

10. How to contact us

If you have any queries about how your personal data is processed or if would like to
exercise any of your rights, please contact the Club’s Play Manager, using the details on our
website.

11. Any complaints

Please contact the Club’s Play Manager in the first instance if you have any complaints
about how we process your data.

If you are not satisfied with our response, you have the right to refer your compliant to the
Information Commissioner’s Office (ICO), which is UK’s data protection authority via their
website: www.ico.org.uk
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